
3rd party

3rd party services

Account monitoring

Accountability

Admin privileges

Adware

Antiforensics

Application security

APT

ATM

Attack campaign

Audit

Audit logs

Backdoor

Backup media

Bank data

Benchmark

Big data

Biometrics

Board of Directors

Botnet

Boundary defense

Brute force

Buffer overflow

Bug bounty

Business application

BYOD

C2

Card reader

CISO

Classified data

ClickJacking

Cloud

COBIT

Competitor

Consumer tech

Control strength

Control systems

Controlled access

Copyrighted data

COSO

Credentials

Criminal group

Cross−site scripting

Cryptanalysis

CSRF

CVE

CVSS

CWE

Cyber insurance

Cyber−physical

Cybercrime market

Cyberwar

Data breach

Data protection

Data recovery

Database

Dataloss amount

Deep/Dark web

DHCP

Directory server

Disciplinary action

Disruption

DNS

DoS attack

Downloader

Email and web

Embedded system

Emerging tech

Endpoint

Espionage

Event frequency

Extortion

FERPA

FFIEC

File sharing

Financial gain

Fines & judgements

FISMA

Forced browsing

Former employee

Fraud

Fuzz testing

GDPR

GLB

Governance

Hacktivism

Hardware inventory

HIPAA

HITRUST

Human error

Hw&Sw configuration

Identity theft

Impact

Incident response

InfoSec market

Injection attack−

Input handling

Insider

Intel sharing

Intellectual property
Internet of Things

ISO/IEC

Kill Chain

Larceny and loss

Loss event

Loss magnitude

Machine learning

Mainframe

Malware defenses

Man−in−the−middle

Medical data

Metrics

Misconfiguration

Mobile app

Mobile device

Mobile payment

Natural hazard

NERC CIP

Network configuration

Network control

Network intrusion

Networked storage

NISD

NIST

Operating system

Opportunistic attack

Outage

Packet sniffer

Pass−the−hash

Password dumper

Path traversal

Payment data Payment service

PCI−DSS

PDF Reader

Pen testing

Peripherals

Personal data

Pharming

Phishing

Planning

Point−of−sale

Policy violation

Poor patching

Printed media

Prioritization

Privilege abuse
Productivity loss

Productivity software

Ram scraper

Ransomware

ReconnaissanceRemote access

Removable media

Replacement cost

Reporting

Reputation loss

Response cost

Reverse engineering

Risk analysis

Risk management

Rogue hardware

Rogue software

ROI

Rootkit

Security policy

Security standard

Security training

Senior management

Session replay

Skimmers

Small business

Smart card

Social engineering

Social media

Software inventory

Software piracy

SOX

Spam

Spending

Spoofing

Spyware

SQL injection

Staffing

Startup

State actor

Stolen creds

Supply chain

Targeted attack

Terrorism

Terrorist

Threat actor

Threat capability

Threat intel

Trojan

Venture capital

Virtualization

Vuln management

Vulnerability

Watering hole

Weak authentication

Web application

Web browser

Web defacement

Wireless access

Wiretapping

Worm

Zero−day

Actors and motives

Compliance

Controls

Data

Desktop software

Events and TTPs

External services
Governance

Impact and Loss

Infrastructure

Intelligence

Market trends

Other

Risk

Vulnerability

Source: Cyentia Institute with data from RSA Conference


